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Abstract

The objectives of this research are: 1) to study patterns of criminal anonymity devised by trans-
national organized crimes in commission of offenses, which breaches computer systems or data, as well
as risks of potential threats posed by the said category of crimes; 2) to study laws, which prescribe
against offenses relating to criminal anonymity devised by trans-national organized crimes in commission
of offenses breaching computer systems or data, by conducting comparative study of foreign laws and
Thai laws relating to law enforcement, in terms of both detecting and investigating into the crimes,
gathering the evidence, prosecuting the offenders, applying measures under anti-money laundering laws
and coordinating international cooperation; 3) to study problems with and obstacles to enforcement of
the laws and prevention and suppression of the criminal anonymity devised by trans-national organized
crimes in commission of offenses, which breach computer systems or data; 4) to study and draft a
model law for Thailand in a form of legislating the model law for prevention and suppression of the
criminal anonymity, which breaches computer systems or data; and 5) to recommend measures of
international cooperation for prevention and suppression of the criminal anonymity devised by trans-
national organized crimes in commission of offenses, which breach computer systems or data.

The research methodology consists of documentary research, focus group, and seminar for
hearing opinions from competent agencies and stakeholders.

The study results show that there are many problems with enforcement of the laws against the
criminal anonymity. That is to say - Computer-related Crime Act, B.E. 2550 (2007), does not cover offenses
on parts, which are committed by the criminal anonymity. There are restrictions on enforcement of the
law, in relation to detection, investigation, evidence gathering, procedures for offense-related properties,
and measures of international cooperation. Therefore, the researchers recommend an approach to
drafting the model law for prevention and suppression of the criminal anonymity in the offenses, which
breach computer systems or data, whereas the essential matter is to prescribe against offenses in forms
of the criminal anonymity, stipulate detection and investigation measures, procedures for offense-

related properties, measures for evidence and witnesses, and measures of international cooperation.

Keyword: Model Law; Criminal Anonymity; Computer-Related Offense
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! Yulia Cherdantseva and Jeremy Hilton, “Information Security and Information Assurance. The Discussion about

»

the Meaning, Scope and Goals,” in Organizational, Legal, and Technological Dimensions of Information System
Administrator, eds. Fernando Almeida and Irene M. Portela (IGI Global Publishing, 2013).

2 Urs E. Gattiker, The Information Security Dictionary (Kluwer Academic Publisher, 2004), p. 59.

? National Research Council, Computers at Risk (Washington, DC: National Academy Press, 1991), p. 54.

¢ Kathleen Frawley, Dale W. Miller, and Cynthia Miller, “State of Security Features for Medical Information,” in
Information Technology for the Practicing Physician, ed. Joan M. Kiel (Springer, 2001), p. 251.

® Kathleen Frawley, Dale W. Miller, and Cynthia Miller, “State of Security Features for Medical Information,” in

Information Technology for the Practicing Physician, ed. Joan M. Kiel (Springer, 2001), p. 251.

¢ United Nations General Assembly, Combating the Criminal Misuse of Information Technologies (Resolution

55/63) [Online]. 2000. Available from: http://www.unodc.org/pdf/crime/a res 55/res5563e.pdf [21 November
2018]



11

FEUUNMENEAITANATIAINEGY Ysunmuazauniesldvestoyauasszuuaauiames 31nn1suily

'
a1

d' iaa a o v a v a = = ! oA 5 ¥ ]
Lﬂaﬂu&ﬂa\ﬂﬂ?ﬂuﬂaﬂﬁ ﬁ']'ViTUa\‘Wlﬂ@i‘VTLﬂﬂﬂ'ﬂNLﬁﬁNﬁﬁaNaﬂﬁgﬂUG’]@ﬂ'}qNUaa@ﬂﬂﬂiﬂ CIA” 99na17

[ =

Ao “feanAn” (Threat) @

'
a

dluniiffen1snseivesongInssuAoufnes

Da

\Heannevgnssuwuulifnuivaregduuuiagldismsiuansaiy. Tunisiiansanmanseny
2999719 INTINURDANUADASEN AN RINDIT R pan ATz Tunsally Wy ssrnsorvnssuld
ax v =~ = Yy = v a & a v & ~ ]
FEnsuantayaiialasnssy v3en1slaunddoyanouiiinesiaeivey Inlue1veyInTsuninsenuse

Y] v a Y ¢ | o a = N
ANUFUYeIToya nTonsldlauld (Malware) Lou 1ada iianudeonioudly WEsuuUas
v a ¢ o <) d' { v Y a o g YV
Toyaneuiames Induevginssuiinsenuseysauninvesdeya a1veynssulifmmunvinslaudly
sruuinnsuiasnisldau (DOS) dwansenusannunseuldeu Mllluwdvesngrunegiduasleaul
nsoukwIAnfuAINYasnsde (CIA) inldinszinisusuldgiuanuianunseswUygaiinienis

nsgihmuRaneIiureNiIwmesuUNSaloaInTIUlSAInY

2. uuAnngufifeafuauduLSsENIte vy INTIUAUABLTAMDS

Sofinnsananiwnisigsnssuuasmasssdindagtuagnuiinisnszyieingg Anturuszuy
AouiamasiazngruieirualinIsnsyyvatseg1alunuiia TnsunazUssin Aonafinuanuie
dmumsnssiruszuuneuiamesuanmeull lutsudiui uenainnislénseunundniioatuana
Uaanden1amauiinaesdenainiunds Sadynivinisuatevinu’ duewnaelii 3iasnzdsauun
Amudusiussevinsenvnssuiunouiames Jesamfssruu n3etns Teyaneufiuned sonifuaes
nauFe

(1) ewnssudsnsgyihnslaesjailuiroufinnefiedaeuiumesidutvmng (Computer
is the target) ewgyInssunaudl dwmansznuseauiuasUaadensneufinnes wiansenuse

o [T y ¥ Al a a Y | = v ° v
AdNBBIN “CIA” dafilanumumnfangu]lundy wu nsudludsuudasioya msviatedeya

Tneawls va

" David L. Carter, “Computer Crime Categories: How Techno-Criminals Operate,” FBI Law Enforcement Bulletin

64,7 (1995). 21-26. ; Russell G. Smith, Peter N. Grabosky, and Gregor F. Urbas, Cyber Criminals on Trial (UK:

Cambridge University Press, 2004) ; Susan Brenner, Cybercrime: Criminal Threats from Cyberspace (Santa

Barbara, California: Praeger, 2010).
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& David Wall, “The Internet as a Conduit for Criminals,” in Information Technology and the Criminal Justice

System, ed. April Pattavina (Thousand Oaks, CA: Sage, 2005), pp. 83-84.
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Lmem‘fﬁJﬁmammyﬂﬂiiﬂ%’ﬁ’mﬂumawmamwmmé’amé’w’jummwé’ﬂ%a
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(Anonymous nature of cyberspace) equmf\]Qﬂﬁﬂﬂiﬁi’fﬂizﬂauawwmsuiﬁwmﬂgﬂLLUU“ RIS

anmwnasuidfyUsznsuilslunisusenavonvginssunuulifmnuae tseUnen1sdeas (Network)

? Zheng, R., Qin, Y., Huang, Z., & Chen, H. (2003, June). Authorship analysis in cybercrime investigation. In
International conference on intelligence and security informatics (pp. 59-73). Springer, Berlin, Heidelberg.

19 Nirkhi, S. M., Dharaskar, R. V., & Thakre, V. M. (2012, June). Analysis of online messages for identity tracing in
cybercrime investigation. In Proceedings Title: 2012 International Conference on Cyber Security, Cyber Warfare
and Digital Forensic (CyberSec) (pp. 300-305). IEEE.

1 Igbal, F., Binsalleeh, H., Fung, B. C., & Debbabi, M. (2013). A unified data mining solution for authorship analysis

in anonymous textual communications. Information Sciences, 231, 98-112.
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91791n791
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dayatondnwal” (Identify theft)
wdalumadvnsdslasideuanizdnsu envgyinssulidanu (Anonymous crime)
wazdiliusinggiuanuraenzdmsuoginssulifnulungrunesisussma LAtissunIsuRaiy
dll d‘d d‘ % ¥ £y € A L 4 . gj =
SeanFnwfgIivergInTINUsEnnsiasnssudeyatendnuaiviedndnual (Identity theft) sauviadl
1 a (] U v U U d! Q:/
ngvneissEmaAuIsEmAsEUIUARadmiunslasnssudeyadnanuallilasanieg Fedaenaly
Tumadginisiinislinumanedn nsusenevevgnssulagldteyassudinuvesndeluldiieunta
mnuvasnulunsnseiiag1eg nseeulat Tussdvesinsseninuseweiimassyanunungld wu

aaﬁmﬂﬁammiwﬁamqLﬂiwgﬁmmzmiﬁ’mm (Organization for Economic Co-operation and

Development #38 OECD) liAiunsngvate vy nssudszinnlasnssudeayadnanwaldn “Aanssy

2 Lin, Z, Tong, L., Zhijie, M., & Zhen, L. (2017, October). Research on cyber crime threats and countermeasures
about tor anonymous network based on meek confusion plug-in. In 2017 International Conference on Robots
& Intelligent System (ICRIS) (pp. 246-249). IEEE.

B Fu, X, Ling, Z., Yu, W., & Luo, J. (2010, June). Cyber Crime Scene Investigations (C2SI) through Cloud Computing.
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a8 Igbal, F., Binsalleeh, H., Fung, B. C., & Debbabi, M. (2013). A unified data mining solution for authorship analysis

in anonymous textual communications. Information Sciences, 231, 98-112.
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* Jonathan Clough, Principle of Cybercrime, 2nd ed. (Cambridge University Press, 2015), pp. 6-8.
0 ys Congress (1997a) Statement of Louis J. Freeh, Director FBI, before the Senate
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Committee on Commerce, Science, and Transportation, regarding the Impact

of Encryption on Law Enforcement and Public Safety, March 19

*! Power, R. (1997) ‘CSI Special Report: Salgado Case Reveals Darkside of Electronic Commerce,” Computer
Security Alert, No. 174, September.

>? Jonathan Clough, Principle of Cybercrime, 2nd ed. (Cambridge University Press, 2015), pp. 6-8.

5 Monique Ferraro, Eoghan Casey, BS, MA, Eoghan Casey, Michael McGrath, Investigating child exploitation and
pornography: the Internet, the law and forensic science, Elsevier Academic Press, 2005, p.153.

* Littman, J. (1997) The Watchman: The Twisted Life and Crimes of Serial Hacker

Kevin Poulson, Little, Brown and Co.

>> Dorothy E. Denning & William E. Baugh Jr (1999) HIDING CRIMES IN CYBERSPACE, Information, Communication
& Society, 2:3, 251-276, DOI: 10.1080/136911899359583
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cybercrime investigation. In Proceedings Title: 2012 International Conference on Cyber Security, Cyber Warfare
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(SouthWestern Cengage Learning, 2011), pp. 533-534.
> Nazura Abdul Manap, Anita Abdul Rahim, and Hossein Taji, “Cyberspace Identity theft: The Conceptual

Framework,” Mediteranean Jouranl of Social Science 6,4 (August 2015): 600.

% Graeme R. Newman and Megan M. McNally, “Identity Theft : A Research Review,” Final Report to the National

Institute of Justice (2005): 5-6.
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32

3. FuABUN1INIEVIMEAN
n1snszyiludunsuiiduinguszasrndnuieidnunegavine (Target) 109
2190 1NTULUULEMIAY Nafe NEIRINNSLANIKAENTEYIINTAUTDYaTEUFIVDIDULAY B1YEYINTIL

[ LY I vy [ 1 A A v @ P4 1 ] =
ﬂi%‘Vl’m’ﬁ@‘LJL‘IJULﬁWMM’W?JIG]EJ&[,GUGZJ’EJ?,{IJaﬂ\‘Iﬂﬁ’]’ﬂug’]u%ﬂﬁiLLﬁ(N‘VﬁE]EJUEJ‘UG]’JGluﬁLMLGU’]ﬁL‘U’J’]ﬁaﬂiﬂﬁJVﬁ@ﬂﬁi

£ oz

nsgyhindulunmsnssinvendivesdeyanisnssvimanenaduunilunans JUuuuAnaIuIwas 1wy

n1slddiawas nislasnssudeya mslddawisisendila mslandlvssuudadedddarunsaldauld vav

YY)

wazoradunisnszfgauselevinimindgdu wu nsdelnansamu msnszviRaieiuingasins
L v A d' a v v d
wenanMsidteyaszyiiyanaduiounyndinuvese1vynswds luuiensd
a1adnmsldtoyavefifiyana wu nmsassdeyaivleduasuiduvesesinsiiduuisnvseaunaunms
= A v A - v = o o X a a Y [ aa

nilaenasnariivdevasdensenteyanseringsnssy fulidunisunladnulagendedeyailfiyunna
TundngrsnganurangItuaeuiiunes nsduunsenitmsuntaimnumedayareynnasIsunIvIe
TAyanaluddenunnraiudeesdusenay win1sduundenanienafidedidymungvuiedu

ngneAuATEayadIuYAAR MNUAnENNISATEUARURNIZNSNSEIdaTayaTatyArAsTTUA LAYl

fvauiunisayaliiyana

9

N

[ o

FHeddefiarsaniudnin msduunluvvovginssulidmudunsnseii

e

aosdrufon1snszudnuaznisnsziniioUnTadiaudy o1afiuensdiiiunisnszysuiead ey

(%
Y]

v & aa a o v | Y v I3 ¢ ~ v A
Wrmnegaiswazdunadsnisundadinuiie wu nsasisdeyaivleduasuiiio nasnatdlinge

(%
v a

wandonsendoyansongsnssy azwiuladn nsnsevimdnAenisUasuiitduiiidimuiedenisuans

B

UsglewiandeyawidanasnisnsgyimvaniuniidnuazveanmsunUasmnulumelusi

a 1 o

9.1.2.3 sunuunsiddayaszudqnlafidanuasanauntadinulunisie

B1YYINIIU

'
Y

o & a vy 44' ~ s i ‘:4'
nsnsevinieuntadnulaslideyaunaadulunsdiiunnd199nsuuuuiiaes

o

=~ & v A aa a1 a v ) Y . .
Fadunslesnssudoyaveundefifidmunazlifdruiertostuormginssuuld (Stolen identity)

® Federal Trade Commission, Consumer Fraud and Identity Theft Complain Data : January — December 2005

(Federal Trade Commission, 2006). p. 3.




33

= ~ v o N B R Yy o & |
Wesnlunsaldervyinsiideyassudivesyanad lideya3e® nIonsasredinud uunlng
(Constructed identity) A9t ¥INTIMUARIITUIFULUULTINTFUIUNTNTOVUADUVBININTEVNT Y
wuslel 2 Tumeufe

1 Yupaunsasedayassuinu

o J = Yoy = a A |
nsnseiluduneuilenaldismsvsamaiaiivainuaty 1wy n1sldlusunsy
1% 1% v 1% A v d' < 3 (Y s ! a o &

asenm nMsaiedeyalnaeuvisedeyaiieidulusindvesinuaiiouluuigiuaiuin n1snseviiilens
Ldddemnuiiaieatupeuiamesidasnnliladnisdifleyavesynnadu agelsiniy n1sass
) = ] ¥ a 1 = = @ v a a vy
sanuadouluuansdlenadivigauie 1wy nsameilsunseadasldauuinsdeasinglidoya
yapailifiassenadnesiusenaunisideyaUasuiomadngssuy

2. YUmBUNISNIEVIEN

nsnszvibutuseuthduinguszasrndnuieilunaanring (Tarcet) @9919
< a 1 d' 1 [y a Y < a 1Y 17 v val
Jumnuiiainginsenuieanulasadenineuiiames sudusluuuiieiiunislideyassusiigou
WeunUnaminulunisneetvginssudenaniuimdensumii

31NNITIATIERTURUVTD901 YN SuERInudI9d Y 2enudn JUkuUTidAYy

\ i | = D% v A A a o = &

wazdamansenusieviangiefe nsldveyaszuiuanaduiieunlansnseviivenu Jeasudunaunis

[

nszyinlanatl

% Zingerle, A. (2014). Remain Anonymous, Create Characters and Backup Stories: Online Tools Used in Internet
Crime Narratives. In: Mitchell, A., Fernandez-Vara, C., Thue, D. (eds) Interactive Storytelling. ICIDS 2014. Lecture
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 Nirkhi, S. M., Dharaskar, R. V., & Thakre, V. M. (2012, June). Analysis of online messages for identity tracing in
cybercrime investigation. In Proceedings Title: 2012 International Conference on Cyber Security, Cyber Warfare
and Digital Forensic (CyberSec) (pp. 300-305). IEEE.

% Dorothy E. Denning & William E. Baugh Jr (1999) HIDING CRIMES IN CYBERSPACE, Information, Communication
& Society, 2:3, 251-27

" Sander, T., Ta-Shma, A. (1999). On Anonymous Electronic Cash and Crime. In: Information Security. ISW 1999.
Lecture Notes in Computer Science, vol 1729. Springer, Berlin, Heidelberg.

% Zingerle, A. (2014). Remain Anonymous, Create Characters and Backup Stories: Online Tools Used in Internet
Crime Narratives. In: Mitchell, A., Fernandez-Vara, C., Thue, D. (eds) Interactive Storytelling. ICIDS 2014. Lecture
Notes in Computer Science, vol 8832. Springer, Cham. https://doi.org/10.1007/978-3-319-12337-0 8
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% H. Thomas Milhorn, Cybercrime: How to Avoid Becoming a Victim (Universal Publishers, 2007), p. 2.
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Virology 2,1 (2006): 13-20.

" Norton, What is cybercrime? [Onlinel. (n.d.). Available from: https://us.norton.com/cybercrime-definition [21

November 2018]
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"2 Vera Bergelson, “Victimless Crimes,” in The International Encyclopedia of Ethics (Wiley Online Library, 2013).
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™ Joe Wright and Jim Harmening, “Security Management Systems,” in Computer and Information Security
Handbook, ed. John R. Vacca (Morgan Kaufmann Publishers, Elsevier Inc., 2009), p. 257

" William Stallings, Network Security Essentials: Applications and Standards, 4™ ed. (US: Prentice Hall, 2011), pp.
9-10.
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University Press, 2004), pp. 126-128.
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" Bloomberg News. Colonial Pipeline Paid Hackers Nearly $5 Million in Ransom. Bloomberg News [Online], 13
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18 U.S.C., Section 1030(a)(5)

1 18 U.S.C., Section 1030(a)(6)

218 U.S.C., Section 1030(a)(7) mmﬁmgwuﬁwﬂénﬁﬂuumﬁaUﬂwiﬂssimﬂm%’wﬁlenma%

18 U.S.C., Section 1030(e)(2)
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** Title 18 United States Code, Section 1028 (Fraud and related activity in connection with identification
documents, authentication features, and information)

% Title 18 United States Code, Section 1028 A
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122 Jonathan Clough, Principle of Cybercrime, 2nd ed. (Cambridge University Press, 2015), pp. 6-8.
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1 Chat Le Nguyen, Wilfred Golman. Diffusion of the Budapest Convention on cybercrime and the development
of cybercrime legislation in Pacific Island countries, Computer Law & Security Review,

Volume 40, 2021.
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